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Motivation fur Digitale Nachweise H Hasso
Onlinezugangsgesetz attner

Institut

Gesetz zur Verbesserung des Onlinezugangs zu -

Verwaltungsleistungen (Onlinezugangsgesetz - 0ZG) )

0Z6 -
JEN..

Ausfertigungsdatum: 14.08.2017
Vollzitat:

"Onlinezugangsgesetz vom 14. August 2017 (BGBI. 1 S. 3122, 3138), das zuletzt durch Artikel 16 des Gesetzes
vom 28. Juni 2021 (BGBI. 1 5. 2250; 2023 | Nr. 230) geandert worden ist"

& 1 Portalverbund fiir digitale Verwaltungsleistungen

(1) Bund und Lander sind verpflichtet, bis spatestens zum Ablauf des fiinften auf die Verkindung dieses Gesetzes
folgenden Kalenderjahres ihre Verwaltungsleistungen auch elektronisch tiber Verwaltungsportale anzubieten.
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Status Quo
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Ausstellung analog Bewerbung digital

LN
- —
EDIT ACCOUNT DATA @ SUBMIT APPLICATION ONLINE g a S S I S
BASIC QUESTIONS
SEARCH STUDY OFFERS ‘winter semester 2017 017) - Kassel, - Master - Functional
Safety ing - keine
APPLICATION edit . General . [Alocate _, Print
£ files application form
UPLOAD AND MANAGE _
FILES
TESTAS Important notice:
CONTACT * Aonline a its own is i in most cases. You al: d Py in paper
form.lfmare t f wh do, pl ky h ty if you need to send a paper
TERMS AND CONDITIONS [ S :
— How do I proceed?
For each study course that you wish to apply for, please send a printed and personally signed
| B required ist by post. Pl ty
Username th ge of quired.
XXXHKX
uni-assist applicant number  Ifany universities ask for officially authenticated copies, then a slm}wle file upload is not sufficient. All
XKKXXK uploads - including uploads of auth i F ll b ed as simple colour copies. The seal
Logout f must b its original form!
 The signed and all required pap must reach end of the
 application deadline. Write the name of the university you are applying for in the top line and below
* the address:
| uni-assisteV.
11507 Berlin
| Gl
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Motivation fiir Digitale Nachweise
Studierenden Mobilitat
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Motivation fiir Digitale Nachweise ﬂHasso
Plattner
PrObleme Institut

m Manuelle Prozesse erforderlich

o Aufwand und Kosten
m Vertrauensprobleme

o Hohe Falschungsrate

o Aufwendige Beglaubigungsprozesse
m Interoperabilitat

o Aufwendige Ubersetzungsprozesse

o Anerkennungsprifung
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Zuwachs an MicroCredentials

O

O

O

Zuwachs an “alternativen Credentials”

O

O

Kleinteilige Bestatigung von Lernerfolgen

Flexiblere Bildungswege

Lifelong Learning

Informelles Lernen

Wertvoll im Arbeitsmarkt

The number of micro-credentials offered on six major learning platforms (2018-2022)
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Motivation fiir Self-Sovereign Identity

Warum nicht anders?

Zer
(ales tiy,
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anversiy,

Uy f Bt Ovilonof St At
A Meuen Paits 10 14460 - Fetscom - Gemany.

Katja Assaf
Berlin

i
Tl GAVTI-1676

Date: Samwars 05, 2023

Certificate of Enroliment for the Winter Semester 2022/23

Validity: October 01, 2022 - March 31, 2023

Family name, given name: Assaf, Katja

Datelplace of birth: July 194 in

is properly enrolled at the University of Potsdam as a full-time student and is not on leave.
Registration number: ~ -~ Current semester of university study:

Expected degree: Doctorate, standard period of study: 12 semester

Subjectis of Study Major/Minor Current Semester in the

Program

TT-8ystoms Engineaning Major

Opticnal selecton:
First semester of envollment al &n institution of highe g
Sermester

Verifcaton Key: ROTA - XZFS - BIHM
o verty s cuthcae. losss wit he o wetade: btz s xlademide
e concobonts ganerated automatically. & & valkd withaut sigrature and sl  lscued Janury 06, zm
iy

&7

Open Badge

Verification Key: LSVS - RXPK - HRKY
To verify this certificate, please visit the following website: https://puls.uni-potsd.
This certification was generated automatically. It is valid without signature and seal. - Issue
University of Potsdam - Division of Student Affairs - Am Neuen Palais 10 - 14469 Potsd

Frangofstocoh-Donou
President and CEO

#te 1D: F50000175038
mal Name: F5 Candidate

,b“‘; wisenet-
CERTIFICATE

This is to certify that

JANE SMITH

has fulfilled the requirements for

DIPLOMA OF BUSINESS
BSB50215

Dated: 31 December 2018
Credential Number: STD0001256

Siauatne
Authorised Signatory

W’ Theaulifiaton s recopaized within he Australisn Qualiicatons Framework
A summary of the employability skills developed through this qualification can be downloaded from
http:Vemployabilityskills training com au.

v
=

1

VL 2w

or

Sr. Manag

chw ., DBA
ex, Professional Certification

Verify at:

Date Issued: 2021-Aug-01

Verification Code: ZZVQHIVKLIF41DWE 7
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Anforderungen fur Digital Credentials

Systematischer Review
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m Verwendung von verschienden Datenbanken und Schlagworten
m 96 relevante initiale Ergebnisse - 51 relevante gefilterte Ergebnisse
o Entfernen von Duplikaten, Objekte ohne englische/deutsche Beschreibung

oder anderweitung nicht nutzbare Objekte

m 54 relevante backward search Ergebnisse

m 24 relevante Objekte aus bestehendem Expertenwissen

. X . Google . . Github
Keywords / Query Scholar DuckDuckGo Repos  Wikis
Digital Education Credentials 160 180 3 33
Education Credential System 300 200 1 114
Education Certificate System 250 270 25 603
Education Badge System 250 275 3 132
TABLE I

OVERVIEW OF THE KEYWORDS USED IN QUR INITIAL SEARCH AND THE
NUMBER OF UNPROCESSED RESULTS

||ib 120 Objekte



Anforderungen fiir Digital Credentials Hasso
Systematischer Review Inetitut

m Finales Ergebnis der iterativen Frameworkentwicklung
o 7 Dimensionen
o 31 Anforderungen

Category | Requirement
Functionality | Issue | Present | Verify | Revoke
Controllability | Request Credential Issuance Consent Sharing Consent Verifier User Notification Deletion
Restrictions
Privacy | Pseudonimity | No Tracking | Data Minimisation | Selective Disclosure
Usability | Accessibility | Portability | Recovery | Visual Representation
Security Tamper Evident Verify Learner Verify Issuer No Single Point of Data Protection
Failure
Trust No Trusted Non-Proprietary Root of Trust Auditibility
Third-Party
Deployability | Scalability | Longevity | Integration | Interoperability




Anforderungen fur Digital Credentials ﬂ Hasso

: Platt
Frage der Perspektive Institut

m Die Funktionalitdten present und revoke sind deutlich seltener erwahnt
o Reflektiert den status quo in Universitaten

m Die Anforderungen, die mit den institutionellen Rollen wie Issuer oder
Relying Party verbunden sind, werden im Allgemeinen haufiger genannt als
die Anforderungen, die mit dem Benutzer verbunden sind.

Category | Requirement
Functionality [ ISECHII et (70 NG Revoke (30) |
Controllability | Request Credential Issuance Consent Sharing Consent Verifier User Notification Deletion ({4)

4 (20) 33 Restrictions (8) 37)
Privacy | Pscudonimity (27) | No Tracking (I5) | Data Minimisation (22) | Selective Disclosure (37) |
Usability | Accessibility (20) |  Portability (52) | Recovery (20) | Visual Representation (16) |
Security Tamper Evident Verify Learner (38) Verify Issuer (37) No Single Point of Data Protection (27)

(67) Failure (23)
Trust ‘ No Trusted | Non-Proprietary ‘ Root of Trust (24) ‘ Auditibility (47) |

Third-Party (40) 12)

Deployability |  Scalability (35) | Longevity (32) | Integration (23) | Interoperability (61) |

10



Anforderungen fur Digital Credentials H Hasso
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Frage des Hype Institut

m Viele der Anforderungen in der Kategorie Controllability und Privacy wurden
von den Designprinzipien der Self-Sovereign Identity beeinflusst

m Sicherheitsthemen werden als Begrindung fur die Entscheidung zur
Verwendung von Blockchain verwendet

Category | Requirement
Functionality | IISSGEGANIN  Present (74) |V OS] Revoke (30) |
Controllability | Request Credential Issuance Consent Sharing Consent Verifier User Notification Deletion ({4)

4 (20) 33 Restrictions (8) 37)
Privacy | Pscudonimity (27) | No Tracking (I5) | Data Minimisation (22) | Selective Disclosure (37) |
Usability | Accessibility (20) |  Portability (52) | Recovery (20) | Visual Representation (16) |
Security Tamper Evident Verify Learner (38) Verify Issuer (37) No Single Point of Data Protection (27)

(67) Failure (23)
Trust ‘ No Trusted | Non-Proprietary ‘ Root of Trust (24) ‘ Auditibility (47) |

Third-Party (40) (12)

Deployability |  Scalability (35) | Longevity (32) | Integration (23) | Interoperability (61) |
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Self-Sovereign Identity in der Bildung ﬂ
Was stellen wir aus?

m Primares Ziel einer Bildungseinrichtung

o Zeugnisse, Records of Achievement, MicroCredentials

vl m Verifiable Credential eines Lernerfolgs
_g m In etablierten Standards wie ELM

m Sekundares Ziel, bendtigt um primares Ziel zu ermdglichen

o Indentitat des Lernenden

V\ m Verifiable Credential einer ID

m Name, Geburtstag, ...

14



Self-Sovereign Identity in der Bildung ﬂHasso

. . Platt
Wie stellen wir aus? |n§ti?§tr

m Etablierte Standards verwenden?

C { XAPI }
m N+1 Standards LTI >
o-,;T'OPEI\J

m Xx-to-VC Middleware MOOChUb

o Generalisierte API fur VC Issuer (VC-API) HOW STANDPARDS, PROLIFERATES
. . (62 A/C CHARGERS, (HARACTER ENCODINGS, INSTANT MESSAGING, ETC)
o Anbindung verschiedener Standards 17! RDICULOUS!
WE NEED To DEVELOP
SITUATION: || O1E UVERSAL STORRD || GiTUATION:
THERE. ARE USE CASES. e THERE ARE
I4 COMPETING \ il 5 COMPETING

15



Self-Sovereign Identity in der Bildung ﬂHasso

] ) Plattner
Wie stellen wir aus? Institut

&

Learner
................................... I:
—
—
Relying Party
{ Credential - @
Issuer EideE
T : S i C';edential Relying Party
P i equest Service
i il :
i |:I _ |: Credential
il i Takeout
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Self-Sovereign Identity in der Bildung
Aushandigung an den Lernenden

Create DID R luis.learner | Sign Out

Add Credential

did:key:z6MkuTu5Zj8JWFPNi37NNkadDIXwWmWjfRqRvxxkX]EB5GKT E E
Scan QR code
& Connect Wallet Add from file
E -

SON or URL
DY Hasso

y P E N ﬂ el ﬂ OpenlD

4 Institut

2
"proof": {
Copy "type": "Ed25519Signature2020",
"created": "2022-11-28T17:25:33.966Z",
"verificationMethod": "did:web:dibiho.org:HPI",
"proofPurpose™: "assertionMethod",
Download "proofValue": "z4FynkwCu2xnQajMoKUJ1ysXpavXVm9KhHUY1em2DnDDGUHRG62g9whhgpsG
}
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Prasentation der digitalen Nachweise
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eoe M- < localhost

Q

Home Verify VC Verify VP Exchange Demo

Exchange ID: 1835cc36-7770-4000-82a4-51c2262ffh80

Share your credentials from your wallet!

Share Manually

Share

Create a public link

Scan a shared QR code

19



Self-Sovereign Identity in der Bildung Hasso
Prasentation der digitalen Nachweise jatnes

@ MeinDAAD

Application Attachments:

20
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Self-Sovereign Identity in der Bildung ﬂ
Verifikation der digitalen Nachweise
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Home Verify VC Verify VP Exchange Demo

DiBiHo:Verify VP

=

Upload a file to verify. (or: enter manually)
Only dibiho-files allows

VP Report Overview
Presenter: did:web:dibihc.org:Lucas.Learner

Verification Timestamp: 2022-09-20T20:40:15.7472

Credential 1 (Dvauo v~
Credential 2 (@vauo v
Credential 3 @m ALID v

22




Self-Sovereign Identity in der Bildung

Verifikation der digitalen Nachweise

ese M- < > 0

VP Report Overview

Presenter: did:web:dibiho.org:Lucas.Learner

Verification Timestamp: 2022-09-20T23:24:50.743Z

Credential 1

0 P E N ﬂ Hasso
Plattner
Institut
Confirmation of Participation

Java Workshop: Einfiihrung in eine
Java- Programmierumgebung (IDE)

Congratulations! You achieved a confirmation for
this course by completing 94% of all learning
units.

View in Raw Mode [©)

Credential 2

localhost ) M + =8

@vap v

Achievement Credential

Credential ID:
https://example.com/credentials/1872

Issuance Date:
September 21, 2022, 1:20:56 AM

Issuer:
did:key:z6Mki2KanxQ5P4RHVFC3yRMBwUFSSdZbZ
CP9UPYy7GpAbKguH

Registered: OpenHPI

Credential Holder:

did:web:dibiho.org:Lucas.Learner
Linked ID: Lucas Learner (*May 10, 2000)

Verification Details

Issuer Signature  Revocation Expiration  Holder
Trusted: Valid: Status: Check: Identity:

Passed Passed Passed Passed Passed

@vaup v
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