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KYS. Supplier Onboarding

Organisation Wallet

Provisioning

A legal entity requests

an organizational wa

from a wallet-hosting

SaaS provider.

PID Issuing

Individuals, legal

llet signatories and legal
representatives request
the PID to the QTSP
provider.

Options for wallet usage Identification of the

(self hosting, on-
premise or Saas) are
explored.

natural person is
conducted.

The scenario ends when The PID will be issued to

the wallet is fully

the personal wallet after

LPID Issuing
Additional EUCC

A natural person initiates the
request to obtain the legal
entity ID (LPID).

Necessary company
information are requested
and shared by the initiator.

Necessary attestations for the
natural persons (initiator and

operational and usable. the successful exchange of legal signatories) (PIDs) are
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provider,
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requested and presented.

The LPID will be issued in the
organization wallet after the
successful exchange of the
challenge code.
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QEAA/EEA Issuing
(ex. Company PoA)

A natural person initiate
the request to an issuer to
obtain person or legal
entity specific attestations
(e.g., POA).

Necessary attestations for
natural persons (PIDs) and
legal entities (LPID) are

requested and presented.

Mutual verification and
authentication are
conducted through LPID
attestation exchanges
between the issuer and the
holder’s.

The Attestations will be
issued in the organization
wallet.
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Service Access
KYS — Onboarding

A natural person initiates
onboarding for a business
partner or organization.

Necessary attestations for
natural persons (PIDs), legal
entities (LPID, EUCC) and
Power of Attorney (PoAs) are
requested and presented.

Mutual verification and
authentication are conducted
through LPID attestation
exchanges between the issuer

and the holder's organizational

wallet.

05.

Transfer into
Internal Systems

Credentials are validated
(cross check over the
attestations)

Validated credentials are
transferred into internal
systems

Legal Entity is informed
about the status of the
process

The attestations are presented Services are now enabled

to the verifier and validated.
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Digital |dentity & Wallets
Step 1: Get Natural PID into Personal Wallet

Scan

present Transaction code

BOSCH




Digital |dentity & Wallets
Step 1: Get Natural PID into Personal Wallet
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Digital |dentity & Wallets
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Apply LPID & EUCC for Company (EUID/WalletAddress)

A

> |

Request PID

Presents PID Proof

Request PID
Presents PID Proof = N

Legal Signatory / Scope: Alone !

Step 2: Apply for LPID (additional EUCC will be also issued)

Bundes
anzeiger !




Digital |dentity & Wallets
Step 2: Issuing LPID & EUCC

Organisation

Wallet
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Digital Identity & Wallets
Step 2: Issuing LPID/EUCC

Organisation
Wallet
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Digital |dentity & Wallets
Step 3:Company PoA (limited scope)

EAA Issuer Trigger Company PoA Issuing
(company) |

A

Request PID

Presents Proof EE

A

Organisation
Wallet

S
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Digital |dentity & Wallets
Step 4: Apply for supplier onboarding

___________________

Apply Supplier Onboarding (WalletAddress)

Request PID Party

Presents PID Proof =

v

Request LPID & EUCC |

Presents LPID & EUCC Proof —

»
»

Request PoA(s)

Organisatior
Wallet =

Presents PoA Proof =

1
> :

) : Transf =
Verify & Inform ranster— =

Internal Systermns - :

A
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KYS Process
Supplier Onboarding (Supplier <-> Bosch)

BOSCH

riternal systems
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KYS — Overview

Step 1-3. Interaction Diagramm ( wallet dance)

I Requester Wallet‘ ‘ Company Wallet U =

Relying Party Service IR (P HEE

Req'ues'ter

KYS process /J i i i

Requester identification (Step1) J !

select semice "supplier onboarding'f and provide company: address |

| Initiate the process (requester identification)

_ generate the grcode for person identification

scan QRCode/ open PersonWallet

present request, accept and submit the PID

Internal Check ( check PID data?, issuer?, trust ?. etc)

Company identification (Step2) /

i _ generate the request for company identification
< >

request LPID + mutual authentification

- T >

present LPID

Y

Internal Check ( check LPID data?. issuer?, trust ?, etc)

request EUCC

present EUCC
Internal Check ( check EUCC data?, issuer?, trust 7, etc)
Authorized Representative Identification (Step3) )/
_ generate the request for PoA(s) -

_ request POA List

present POA

Y

Internal Check ( check POA data?. issuer?, trust 7, ref. EUCC etc)
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KYS — Overview
Steps 4-6: Financial,or Supplier Attestation / Periodic Review

Company Wallet Relying Party Service Relying Party Wallet

Attestations requests {IEAN, eRechn ung, ﬂ.fﬁertiﬁcate} (Stepd....) (optional) )/

enerate the request
< g q

: >
:J request attestation
present attestation
>

Internal Check [ check data?, issuer?, frust ?, etc)

5 s
s =

Attestations presentation {ex. changes) )/
| present attestation

..
Internal Check [ check data?, issuer?, frust ?, etc)

-

Monitoring and periodic review /
' generate the request

Y

_ request attestation

| present attestation |

F
| | Internal Check [ check data?, issuer?, frust ?, etc)

P
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